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Safety Assessment of Collaborative Robotics
through Automated Formal Verification

Federico Vicentini, Mehrnoosh Askarpour, Matteo G. Rossi, and Dino Mandrioli

Abstract—A crucial aspect of physical human-robot collabora-
tion (HRC) is to maintain a safe common workspace for human
operator. However, close proximity between human-robot and
unpredictability of human behavior raises serious challenges in
terms of safety. This paper proposes a risk analysis methodology
for collaborative robotic applications which is compatible with
well-known standards in the area and relies on formal verification
techniques to automate the traditional risk analysis methods.
In particular, the methodology relies on temporal logic-based
models to describe the different possible ways in which tasks
can be carried out, and on fully automated formal verification
techniques to explore the corresponding state-space to detect and
modify the hazardous situations at early stages of system design.

Index Terms—Formal Methods, Temporal Logic, Robot Safety,
Model-based Risk Assessment, Human-Robot Collaboration

I. INTRODUCTION

Human-robot collaboration (HRC) in industrial settings
enhances the flexibility and adaptability of robotic systems
for production. Close proximity and hybrid task assignment
between humans and robots have substantial impacts on the
safety of human operators. Most importantly, shared dynamic
environments cannot be effectively supported by static safety
analyses. In particular, the hybrid human-robot tasks generate
different possible execution workflows. Therefore, various task
assignments among humans and robots can also change during
operations. In realistic scenarios, the environment can also
change, due to mobile resources, tool changing, modification
of the layout and process locations, so that the specifications of
the system need to be re-evaluated. The safety of such evolving
systems should not be verified as a static property, but rather
according to the behavior of the system in actual situations.

A HRC safety analysis shall comply with the requirements
of ISO 12100 [1], as shown in the flowchart at the top of
fig. 1. First, the procedure investigates any source of potential
harm or discomfort to humans—known as hazards—during
the course of a task execution. Then, identified hazards are
evaluated in terms of risk—a metric, combining the intensity
and likelihood of hazards, for the potential hazard to become
an actual harm—and mitigated by introducing suitable risk
reduction measures (RRM). A hazard is just a potential danger,
and the goal of safety is achieved when high risks are resolved
using different strategies [2].

For changing scenarios, safety analysis needs to be compre-
hensive and exhaustive, and it should facilitate the exploration
of different variants and configurations of the system (e.g.,
to support design updates). Manual risk assessments applied
to HRC cases are necessarily static, and pose significant

challenges to experts in identifying all possible hazardous
situations due to the high level of unpredictability of typical
human behaviors. As applications become more and more
complex and human-robot interactions expand, some risks
could be overlooked because they are hidden in the evolution
of the system. The main resulting limitation is the likely
selection of ineffective or over-conservative strategies (e.g.,
always keep a low speed).

This paper introduces a rigorous, iterative methodology—
based on formal methods—to guarantee the safety of physical
HRC systems. It is structured as follows: Section II discusses
the state of the art in the field of safety analysis of HRC
applications, and Section III gives an overview of our own con-
tributions to it. Section IV introduces the background in formal
verification relevant for safety assessment, highlighting models
and safety properties. HRC system modeling is described in
Section V, which introduces the formalization of all relevant
elements in terms of temporal logic, including the modeling
of actions which is used to identify safety-critical situations.
Section VI describes how the formal approach supports the
key modules for safety analysis: extraction of hazards from
the formal model, risk estimation, and the verification of
risk reduction upon the introduction of models for mitigation
measures. Section VII reports on a use case of collaborative
task where the method is applied and illustrated. Finally,
Section VIII discusses several aspects of the methodology, the
obtained results and some open issues.

II. STATE OF THE ART

There is a rich literature about safety analysis of systems
where humans and machines interact in a critical way. We
can coarsely categorize it as: (a) general, mostly informal,
safety analysis techniques; (b) techniques and standards that
more specifically address HRC systems; (c) methods, tech-
niques and tools that exploit—at some level—the mathemati-
cal formalisms. Unsurprisingly, some works found in literature
exhibit features that belong to several of the above categories.

Among traditional, general-purpose, safety-centered tech-
niques, FMEA [3], FMECA [4], FTA [5], HAZOP [6] and
STAMP [7] are very well known. FMEA is a qualitative
approach that detects the potential failures of a system, eval-
uates their effects, introduces actions to eliminate or reduce
the chance of the potential failure and documents the whole
process. FMECA extends FMEA with criticality analysis and
quantifies effects and severities of failures. Given an identified
failure, these two methods basically find its main origin and
offer detailed intuitions about the system. FTA is a deductive
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failure analysis technique which exploits boolean algebra and
probability theory. It finds out the causes of failure behavior
via diagram and logic models [8]. HAZOP (HAZard and OP-
erability study, [6]) identifies hazards and operability problems
and investigates how a system can deviate from the intended
design. HAZOP is usually carried out when the detailed design
has been completed. Then, a multi-disciplinary team (HAZOP
Team) uses brainstorming meetings to determine if the design
intents are satisfied, using guide-words that provide qualitative
measures of design deviations.

Unlike other methods, STAMP (Systems-Theoretic Acci-
dent Model and Processes, [7]) analyzes system accidents as
a result of inadequate control (e.g., external events—including
human factors—failures in the interaction among subsystems
or between human and system) and not simply as a chain
of failures. STPA (STAMP-Based Process Analysis, [9]) is a
powerful hazard analysis technique based on STAMP which
is used in different industry sectors.

None of these methods, however, specifically addresses the
requirements of the safety analysis of HRC applications and
their peculiarities. These are tackled by the works of category
(b) above, of which the following are some of the most repre-
sentative ones: [10] deals with unpredictable environments and
the various temporal combinations of their evolution, capturing
hazards due to human factors; [11] focuses on the combination
of different hazards, avoiding to create an excessive amount of
redundant information; [12] argues for producing results that
are not generic, (semi)-automated and reusable for different
scenarios.

Formal methods [13]—those of type (c) in the classification
above—are a set of well-defined mathematical languages and
techniques for accurate modeling, specification, and automated
verification of systems. The formal model of an application
can capture all of its associated workflows. Additionally,
verification can be done via automated techniques that are
capable of exploring all such workflows, thus eliminating any
chance of overlooking any of them.

In robotics, formal modeling and verification techniques
have been mostly used for defining robot behavior (e.g.,
controllers, motion planning, fault avoidance); therefore, safety
has been tackled only indirectly.

Formal verification has been also exploited for exhaustive
and comprehensive safety analysis. A number of works de-
veloped methods that employ (semi-)formal' approaches to
address safety. For example, [14], [15], [16] merge the semi-
formal UML notation [17] with HAZOP first to describe test-
case scenarios through Sequence and State Machine Diagrams,
and then to identify hazards and analyze their risks. [18] use
influence diagrams to model and represent tasks and their
interrelations, and introduce a task-learning technique that
allows human operators to teach robots the tasks to be exe-
cuted. [19], [20] model an assistant robotic system through the
Brahms language [21] and verify it against safety requirements
via the SPIN model checker [22]. [23], [24] also employ
formal verification to analyze the safety of assistant robots.

IThe term “semi-formal” denotes a notation whose syntax—i.e., the rules
for text or diagram composition—is mathematically defined, but whose
semantics is left to the experience and intuition of writers and readers.

[25], [26], [27], instead, focus on non-robotic collaborative
applications and use simplified cognitive architectures that
require large manual customizations, but mostly ignore human
fallibility and plausible errors.

The aforementioned works, however, take into limited con-
sideration the physical interaction between humans and robots,
focusing on assistive robots and avoiding relevant mechanical
hazards—Ilike contacts—in industrial setups, as referenced in
domain-specific international standards such as ISO 15066 and
ISO 10218-2 [28] and [29].

To this end, task-centric approaches usually rely on decom-
positions of the tasks to be executed. For instance, Hierarchical
Task Analysis (HTA [30]) offers an exhaustive description of
tasks by decomposing them in a hierarchy of goals, sub-goals,
operations and plans. Many task-centric approaches, e.g., [31],
rely on HTA to analyze the safety hazards that the task itself
might create. Models, however, should describe not only the
task to be executed with its goals and workflow, but also, as
pointed out by [32], the various components of the system:
physical and functional elements of the work domain, human-
machine interaction, as in [33], human judgments in different
situations, the configuration of the control system and so on.
This entails the necessity to create a well-integrated model of
the overall system model, where human behavior plays a key
role with distinguishing features. [34] identifies four categories
of techniques for the modeling of the human behavior (many
of which based on formal methods):

o Human-device interface (HDI) models, extensively stud-
ied in [35], focus on the interaction via interface tools and
do not deal with the co-presence of human and device
[36].

« Cognitive models describe the knowledge behind human
observable behavior [35] and embodies a wide range of
models, from classic (e.g., SOAR [37], ACT-R [38], [39])
to more recent ones (e.g., OCM [40], [41], PUM [42]).
PUM is the best-suited for formal verification because of
its general and accurate semantics. Examples of PUM-
based techniques are [43], [44], [26], [45].

o Human mental models distinguish the machine model
from the user’s perception and cognition. [46], [25],
[47], [48] introduce several formalisms for building such
models. These models are too detailed to suit an ex-
haustive state-space and risk exploration because of state-
explosion issues.

« Task-analytic models are based on hierarchical structures
of tasks [34]; examples are OFM [49], UAN [50], Con-
curTaskTrees [51] and EOFM [52], [53].

[27], [54], [55], [56], [57] combine cognitive models and
probability distributions. However, the authors of these works
mention that, since real data on human behavior is not avail-
able, they had to rely on self-generated fictional data that
does not necessarily reflect or abstract the actual behavior
of operators. This significantly lessens the reliability of these
approaches for what concerns safety analysis.

Unlike interface models, cognitive and task-analytic ones
are able to represent the collaboration between human oper-
ators and robots. However, they have been mostly used in
contexts that are not fully formal, or focus on a limited set of
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Figure 1: Overview of the SAFER-HRC methodology (bottom
part) with respect to risk assessment steps, simplified from
ISO 12100 (top part). SAFER-HRC creates a formal model of
the HRC application, on which a risk assessment is carried
out through automated formal verification. The results are
reported to a team of human assessors, who acknowledge risk
evaluations and refine the design of risk reduction models, then
re-run SAFER-HRC until a desired result is achieved.

reporting

intended behaviors (i.e., regular use of the system, standard
and intended instructions of the application), ignoring instead
the unintended ones (i.e., any deviation from the intended
use), which are a major source of hard-to-predict hazards [58].
HRC applications require a more comprehensive effort in the
modeling of the human behavior than what is currently used in
the domains of HDI—where co-presence is not an issue—or
Human-Robot Interaction (HRI)—where human and robot co-
exist in a shared environment, but no collaboration is required
and the human is not an actor like the robot (e.g., service
robotics, caregiver robots).

III. CONTRIBUTIONS

This paper proposes a methodology called SAFER-HRC
(Safety Assessment through Formal Verification in HRC) for
supporting dynamic safety assessment in HRC applications.
SAFER-HRC uses model-based formal verification to (i) ex-
haustively explore all possible execution workflows of an
application, (ii) automatically identify hazards within those
workflows and determine their associated risk, in compliance
with ISO 12100 [1] and ISO 10218-2 [29], and (iii) introduce
provisions for risky hazards and iteratively verify the effec-
tiveness of such protective measures by computing residual
risks.

The system’s model is formalized in terms of temporal
logic and is formally verified [59] against a desired safety
property, i.e., the negligibility of risks (a hazard is harmless
if its associated risk score is below a certain threshold). The
formal verification is performed via the Zot [60] tool.

In our approach, the informal and goal-oriented description
of an application is translated into a logic model that captures
the key components of a HRC system (operators, robots
and layout), complemented with formalized descriptions of
hazardous situations. Additional modules formalize risk esti-
mation procedures (as in ISO/TR 14121-2 [61]) and protective
measures in the same logic. These modules include predicates
and formulae about humans, robots, environment, hardware
properties, spatial and functional relationships among ele-
ments, and safety protection factors (e.g., power limits). The

whole logical model is discretized to abstract away from
excessive details and to avoid state-space explosion issues [62].

The unpredictability of human behavior during the execu-
tion of a HRC task could generate a range of unintended,
potentially hazardous, situations. Thus, a sufficiently accurate
model of the system requires also to consider human factors
and the observable manifestation of the operator’s physical
presence and activities. SAFER-HRC captures the effects of
human behavior on safety properties to be verified, rather than
cognitive-based mechanisms behind such behaviors. A func-
tional model—rather than a cognitive one—replicates human
errors independently from attitudes of operators (e.g., being
tired or absent-minded) leading to such errors.

The selection of applicable risk mitigation strategies is not
fully automated. As shown in fig. 1, our methodology does
not replace the human risk assessor, but provides an automated
assistant that formalizes the standard risk evaluation procedure
of ISO 12100 applied to collaborative robotics. The human
risk assessor is in charge of (i) tailoring the model for the
system, and (ii) confirming the chosen mitigation action (e.g.,
limit power, reduce speed, change path) after running the
verification process again.

IV. BACKGROUND: TEMPORAL LOGIC AND AUTOMATED
FORMAL VERIFICATION

The ultimate goal of the presented methodology is to
comprehensively explore and verify all possible interactions
between robots and human operators, with respect to risks.
Recall that risks, not hazards, are the key notion of safety.
The goal is then achieved by combining two elements: (i) a
formal model that captures the sequences of actions performed
by robots and operators in their fulfillment of assigned tasks;
(i) mechanisms to exhaustively analyze these sequences of
actions, and to detect those that are deemed unacceptable if
some hazards, when present, display an intolerable risk.

Modeling actions along time

The first requirement (modeling actions) is accomplished
using a temporal logic language, called TRIO [63], which is
capable of expressing the evolution over time of phenomena
of interest (e.g., “the operator enters a robotic cell before a
robot moves”). Additionally, the TRIO language features a
quantitative notion of time, so that it is possible to render
properties of tasks such as “the robot always reaches the
working pose 3 time units after leaving its homing position”.
We rely on a fully logic-based approach to model actions
because this allows us great flexibility and modularity in
building models. For example, adding or removing actions
to/from workflows simply involves adding/removing the cor-
responding logic formulae, and similarly for other elements of
the system, such as RRMs. We chose TRIO as logic formalism
for its expressiveness and amenability to automated formal
verification (through Zot). Other logic languages, such as MTL
[64], which can also be automatically analyzed through the
Zot tool [65], would have suited our needs, though TRIO was
developed specifically with the idea of allowing practitioners
to build formal specifications of critical systems [66].
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Table I: List of derived TRIO operators; ¢, denote proposi-
tions, and v is a variable and d is a constant value.

N the temporal domain and ¢ € N the current time instant.
Ha(t) indicates the value of formula ¢ at instant ¢ for
history H, which is either true or false. Let d be a (positive
or negative) time distance—i.e., d € Z. Formula Dist (¢, d)
holds at time ¢ for history H if, and only if, ¢ holds at time

" Dist (4, d)(t) is true if, and only if,

For example, consider history H; (see fig. 2) such that both

HlIeave_home(8) = true and "' at_target(11) = true hold;
leave_home => Dist (at_target, 3) holds

M 5en(8)

= true.

Verification of properties
A history H is said to satisfy a TRIO formula ¢ if ¢ holds

Then
TRIO Operator | Definition | Meaning
Past (¢, d) d > 0 A Dist (¢, — ¢ occurred d time units
in the past
Futr (¢, d) ‘ d > 0 A Dist (¢,d) ‘ ¢ occurs d time units in t +d, or, equivalently,
the future o(t + d) is true.
Alw (9) | Vt(Dist (¢,t)) | ¢ always holds
Som () | 3t(Dist (¢, t)) | ¢ occurs sometimes
Until (¢, ) Jt(Futr (¥, 1) A ¢ will eventually occur  then, formula ¢, :=
(\ft’((_) <t <t)= and ¢ will hold till then at time 8 in Hj, that is,
Dist (¢,)))
Untilw (¢, %) Until (¢, ) v Alw (¢) weak until: ¢ may never
occur in the future
WithinF (¢, d) FHO0<t< ¢ will occur within d
d A Dist (¢,t)) time units

TRIO formulae are built out of propositions and predicates
describing the basic phenomena of the system (e.g., turn_on,
off) and the usual propositional connectives—“and” (A), “not”
(—), etc.—and first-order quantifiers— forall” (V), “exists”
(3)—as well as a single basic modal operator, called Dist,
that relates the current time to another time instant. Then, if
¢ is a TRIO formula and d is a time distance, Dist (¢, d)
holds at time t if, and only if, ¢ holds at time ¢ + d.
While TRIO can exploit both discrete and dense sets as time
domains (e.g., the set of nonnegative integers N, or the set
of nonnegative real numbers R>), in this work we assume
N as discrete time domain. For convenience in the writing
of specification formulae, TRIO defines a number of derived
temporal operators from the basic Dist, through propositional
composition and first-order logic quantification. Table I reports
some of the most significant ones, including those used in
this work. For example, consider the following two generic
predicates: leave_home, to describe when the robot departs
from a homing position—i.e., leave_home is true at time ¢
if the robot departs at that time—and at_target, to capture
the fact that the robot is operational in a position. Then, the
situation informally introduced above is formally captured by
the TRIO formula Alw (leave_home = Dist (at_target, 3)).
Interested readers can find more details about the TRIO
language in [63].

A formula ¢ describing some situation in the TRIO lan-
guage is evaluated over histories, which formally capture the
notion of “behavior” of a system.

Definition 1: Given a predicate pred, a history H for
pred is a set of its values along the temporal domain
N; we indicate the values taken by pred in history H as
Hpred (0), Hpred(l), Hpred(?), .. .. This definition is extended
in a natural way to sets of predicates S and to formulae ¢.

For example, consider the predicate leave_home introduced
above: a history H; might be such that leave_home is true
at time 8 (denoted as ' leave_home(8)). Another possible
history Hy might be such that leave_home is true at time 10,
but not at time 8.

Definition 2 (Semantics of Dist): Let ¢ be a TRIO formula,

for H in the origin of the time domain—i.e., if HE(O) is
true. In general, a formula ¢ is satisfiable if there exists a
history H for which it is satisfiable; if no such history exists,
¢ is unsatisfiable. For example, consider formula Alw (e ),
where ¢., was introduced above, and the histories H; and
H, of fig. 2. History H; satisfies Alw (¢, ), because every
time leave_home is true in the history (i.e., at instants 1
and 8), after 3 time units at_target is also true; hence,

AW Alw (¢¢;)(0) = true. History Ho, on the other hand, does
not satisfy Alw (¢, ), because leave_home is true at time 1,
but there is no corre Hpondlng at_target at time 4, hence ¢,

is not true in 1 and ~~ Alw (¢ez)(0) = false.
leave_home at_target leave_home at_target
L] L] L] L]
H : f f : f f : : f : —>
0 1 2 3 4 5 6 7 8 9 10 11
leave_home at_target leave_home
L] L] °
H, : : : : f : : : f : —>
0 1 2 3 4 5 6 7 8 9 10 11
Figure 2: Two examples of histories for formula

Alw (leave_home => Dist (at_target, 3)), one that satisfies the
formula (history H;) and one that does not satisfy it (Ho).

Satisfiability checking is the problem of determining
whether a TRIO formula ¢ is satisfiable or not. In general,
checking the satisfiability of TRIO formulae is an undecidable
problem. However, this paper uses a decidable subset of the
language, that can be handled by automated tools, in order
to build the system model and to express its properties. In
particular, the Zot bounded satisfiability checker [60] imple-
ments several techniques for checking the satisfiability of
TRIO formulae in an automated manner [65], [67]. More
precisely, given an input TRIO formula ¢, Zot returns either
a history satisfying ¢ or the value UNSAT, which stands for
“unsatisfiable”. Satisfiability checking is the underlying mech-
anism for verifying the safety properties of an application. An
application corresponds to a set of histories. Let ¢ be a TRIO
formula that formalizes the possible behaviors of a system.
Then, the histories that satisfy ¢ g are exactly those that capture
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all possible sequences of phenomena of interest occurring in
the application. Let ¢p be a TRIO formula that captures a
safety requirement—e.g., “the risk value is always less then
a given tolerable threshold”. Then, the desired property to be
verified holds for the application if there are no histories of the
system described by ¢g that violate the property described by
¢ p. Formally, there are no behaviors (histories) of the system
for which “not ¢p” holds.

Definition 3 (Safety verification): Given a formula ¢g
capturing the behaviors of the system and a formula ¢p
formalizing the safety property, the system is safe if, and only
if, ¢s A —¢p is unsatisfiable.

Operationally, an application is verified to be safe or not by
inputting a suitable TRIO formula (i.e., ¢s A —¢p) in the Zot
bounded satisfiability checker. The outcome UNSAT proves
the application being safe. Otherwise, Zot returns a history
that not only satisfies ¢g, but also violates ¢p (because it
satisfies —¢p); this is a counterexample witnessing why the
application is not safe.

Definition 4: Under the generic notion of risk, the specific
safety property ¢p to be used in definition 3 becomes

Alw (risk < 7) (1)

where 7 is a tolerable value of a quantitative notion of risk
(to be detailed in Subsection VI-B).

The description of an application is made of a set—or a
conjunction—of formulae ¢g, to which definition 3 collec-
tively applies. An instance of the formal model captures all
possible behaviors of the system in a given application—i.e.,
the histories of values taken by temporal logic predicates.
Different histories from the same model instance are possible
and are due to different timings for the modeled actions (e.g.,
an operator might reach a target in a non-deterministic way).
Whenever an application is changed, a new instance of the
TRIO model is produced, in turn corresponding to many
histories. Changes might be due to variations in the nominal
workflow when the functional purpose of the application is
modified, or to variations in the properties of elements (e.g.,
safety limitations are enabled in robots), a rearrangement of
the layout, the introduction of new devices, and so on. Upon
re-instantiation of the model—regardless of the reason—the
safety condition captured by formula (1) is checked again
for satisfiability. This automatic mechanism is very useful
whenever the conditions of the application change because
a planning action is done (e.g., task change) or some safety
functions (e.g., power limitation) are manually enabled by the
safety person(s) in charge of the tool.

V. METHODOLOGY OF FORMALIZATION OF HRC
APPLICATIONS

This section provides the modeling elements of human-
robot collaborative tasks—i.e., the components of the system
(subsection V-A)—and how such tasks are organized in actions
(subsection V-B). The model described in this section and in
section VI constitutes the temporal logic formulae denoted by
¢s in definition 3.

Ly
occluded

sharp
hard

sharp, hard

L,

clear
round, hard

Figure 3: Example HRC layout modeled with a manipulator,
an operator and some fixtures. Some locations L (shaded
regions) are represented together with the values of obst,
shape and material attributes.

A. Elements of HRC systems: operators, robots and layouts

The formal model of a HRC system involves three main
classes: operators (O), robots (R) and layouts (L).

Definition 5 (Layout (L)): The workspace layout is par-
titioned in locations £ = {Li,...,L,}, each of which is
specified by a tuple of characteristics that help identify hazards
and estimate their risks.

Ly, = (shape;,, materialy, obsty)

shape,, € {sharp, chamfer, fillet, round} 2
materialy, € {soft,hard}

obsty, € {occluded, clear, free, warning}

shape,, and materialy, are abstract representations of the form
and substance of each location and take one of the mentioned
discrete values. The attributes of a location L are intended to
render some safety-related properties of the environment, in
order to underpin the identification of potential hazards, and
some information useful for the risk estimation of such hazards
(see subsection VI-A for details).

In particular, attribute obst is closely related to the
workspace of the robot element. Depending on where the
robot is based, for each location L that the robot cannot reach
(see fig. 3) it holds that obst = free. Assignments obst =
{occluded, clear} are, instead, defined for all locations
within the reach of the robot, depending on the presence or
absence of constraining objects. Assignment obst = warning
is defined for regions outside the robot workspace which are
relevant for safety measures (e.g., slow down the robot).

For example, the layout in fig. 3 reports 3 regions around
the left (hazardous) fixture, of which location L, is labeled
as Ly = (sharp,hard,occluded), while Lo location is
further away from the fixture and is labeled as Lo =
(sharp, hard, clear).

Definition 6 (Robot (R)): The robot model R is com-
posed of the formalization of its n links—that is, R =
{Ry,...,R,}—and several kinematic constraints that capture
the correct movements of serial manipulators. A robot link
R; (e.g., an end-effector) is specified by a tuple consisting
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of both static—i.e., constant over time—attributes (mass m;
and shape shape;) and dynamic—whose values change over
time—attributes (current values of position on the layout p;,
velocity v; and force f;):

Rj = <pjvvj7fjamj38hapej>

pj € L, wvj, f; € {none,low,mid, high}

3
m; = {low,mid, high} ©)
shape; € {sharp, chamfer,fillet, round}

As shown above, the values of velocity when translating
from one location to another, and of the force exchanged
between the link and the environment are expressed through
quantized discrete values. For example, assuming that R
and Ry are two attached links, Alw (p; = p2 v Adj(p1,p2))
states that they are always in the same location, or in
adjacent ones. Similarly, there are constraints on velocity
and force values to exclude discontinuities. For example,
Alw (v; = none = Futr (v; = (none|low),1)) asserts that if
the velocity is equal to none, it cannot jump to mid or high
at the next time instant and it can only be equal to low or
none. Another example is —movingr < Vj(v; = none),
which states that a robot is not moving when all its links have
null velocity.

Remark 1: Definition 6 assumes that the position of each
robot link is equal to a single location of the layout, excluding
the occupation of multiple locations at the same time, and
that the velocity is the center of mass velocity. Naturally, this
assumption is valid only for layout partitions that are fine-
grained enough. We claim this is the case for most common
applications, including example 1, and the case study in sec-
tion VII, as we have divided the layout into functional volumes
that can be measured and are related to the programmed
movements of the links. However, this assumption can be
relaxed into a multi-location occupation model, which entails
a greater accuracy in the modeling of the positioning of agents,
but also a more complex kinematics.

Definition 7 (Operator (O)): The model of a human op-
erator is composed of a set of formalized definitions of
eleven body regions O = {Opead; - - -, Oleg} [28] and a set of
constraints introduced for the sake of the consistency of the
body model. Every body part O; is defined by a tuple including
both constant values which are relevant for the mechanics of
contacts (mass m; and stiffness k;) and the dynamic values of
position and velocity.

0; = <piavi>mi;ki>

4
pie‘ca ()

v; € {none, low,mid, high}

For example, AW (Phead = Parm vV Adj(Phead, Parm)) 18 @
constraint which asserts that consecutive body parts are always
in locations that are the same or adjacent, thus ruling out
unrealistic configurations such as head and arms being in
opposite corners of the layout.

For the sake of compatibility with relevant standards in the
field, we have chosen to adopt the human body analysis of
ISO 15066 [28], which identifies eleven body regions—twenty
nine specific localizations—according to their different pain
tolerance on the basis of biomechanical studies in [68] on

behavior 1

time

behavior 2

time

history —n,’/ s(i) s(i+2) s(i+5) /

Figure 4: Sequences of actions can differ according to evalu-
ation of their pre-conditions.

impacts (by robots). The eleven body regions are head, face,
neck, shoulders, chest, belly, pelvis, upper and lower arms,
hands, thigh and legs.

B. Formalization of tasks

In a given history H, the state s of the system at a given
time ¢ is the set of values taken in H by the variables,
parameters and properties defined in the model: we indicate
it by 3(t). For example, —moving, A movingp A (pr, =
L1) APhead = Lo is a constraint that predicates on the state of
the model at a given time; for the constraint to hold at time ¢
in a history H, then it must be that v; = none holds at ¢, i.e.,
H27(t) = none, vy # none, etc. In this work we are interested
in studying the behavior of HRC applications over bounded
histories. More precisely, a bounded history of length K is
such that only time instants ¢ < K are taken into account,
with K sufficient to reach the conclusion of each history.
The evolution of the model from one state to another (i.e.,
its dynamics) derives from actions, which compel attributes
to change values. For example, an operator is required to
move from one location (say, L;) to another (L2), as part
of a task, while the robot is not working. The execution of
this action, taking z time units, modifies the state from #35(¢),
which is compatible with constraint p; = L; A —movingp to
state 75(¢ + 2), which is instead compatible with constraint
pi = Lo A —movingy. There might be intermediate states
between instants ¢ and ¢ +x—e.g., the operator passes through
other possible locations L; and L; to reach Ly.

Definition 8: Every task is composed of a set of atomic
actions. An action a; is defined by a tuple of the following
form, where a;cqer is its required time for termination,
@i agent 15 its expected executor agent (operator or robot),
preC; and posC'; are two sets of formulae that enable/control
its actual execution, and a; s defines its executional state,
which will be explained later on.

a; = <ai,exeT7 ai,agentvprecivposcia ai,sts>
ai,agent € {OP; I‘O} (5)

= op — a; sts € {n8S, wt, exe, sfex, hd, dn, exit}

Qi exeT € Na

Qj,agent

Qi agent = TO — Q; 55 € {ns, exe, sfex,hd, dn, exit}
Figure 4 shows the workflow of actions. For example,

actions ag and a4 could start only after termination of a; and
as, respectively, hence a1 sts =dn € preC, and ag 45 =dn €
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‘ Formula

Definition

i preC A —opStarts

an operator action does not start before
opStarts.

i ‘ preC AopStarts Ac< A

operator should start within A time units.

iii | 3,7, k, 2(RRMyjx )

a RRM of type x, involving R;,0; and Ly, is
active.

w | —(iii) A —posC

posC' are not fulfilled yet and no RRM is ac-
tive.

v | (iti A —(vi)) A —posC

posC' are not fulfilled yet and some RRM is
active.

vi | 34,5, k(RRMyjk nota)

‘ a RRM of type hold is active.

vii | 34, 4, k(risky, > 7)

‘ risk exceeds the threshold.

Figure 5: Semantics of human and robot actions. For readability, some edges (numbered ¢-vi¢) are explained in the table above.
For operator actions the blue part replaces the direct transition from ns to exe. c is a clock that count the time spent in state
wt. To simplify the figure, red edges which means that risk is high and execution must abort are shown with a single edge

from the set of all the states except dn to exit.

preC',. However, pre-conditions do not necessarily specify a
workflow as a whole: other actions may execute between as
and a4, and as may start on different time instants in two
different histories of the model.

Model of robot actions: The semantics of our proposed
model allows actions to have a set of executional states and
defines the transitions among them, as depicted in fig. 5.
However, this semantics does not capture the algorithm im-
plemented by the robot controller, nor the operational state of
the controller (e.g., idle, busy); rather, it is the abstraction of
the conditions of robot actions. Transitions between different
states of the action can also be triggered by cross-action
predicates that qualify the presence of hazards, risks and
RRMs. A robot action can be in one of the following states:

« ns (not started): initial default state which holds until all
pre-conditions become true.

o exit: given a safety property that the system should
satisfy, such as the one in definition 4, the task execution
aborts upon its violation, which corresponds to the de-
tection of hazardous situations with high risk during the
lifetime of any of the actions.

« exe (executing): running state which is triggered when
all pre-conditions are satisfied.

« sfex (safe executing): extension of exe state with at least
one active RRM in order to keep the risk level acceptable.

« hd (hold): exception state, entered upon an explicit sus-
pension of execution due to a request from the operator.
The state is used when the execution is momentarily
paused, although some safety RRMs may be enabled.

e dn (done): regular termination state which is triggered
when all post-conditions are satisfied.

If a task contains a loop of n iterations, n separate sets of

actions are independently instantiated—i.e., a; and a;,, are
two separate actions with identical definitions. Note that n is
a constant parameter whose value is determined before the
safety analysis is carried out.

Model of operator actions: The behavior of the operator is
non-deterministic. It is unrealistic to impose that the operator
starts execution of an action as its preconditions are satisfied.
Indeed, the execution of actions by the operator might not
be as temporally accurate as for the robot. Delays could
affect the correct timing of the task without compromising its
completion (e.g., slight distraction, plain waiting). Hence, in
addition to preconditions, an operator action depends also on
a new predicate opStarts, which captures the time operator
actually starts to act. As shown in formula (6), a timeout
equal to A time units is assigned to every operator action,
which starts being counted as soon as all preconditions of the
action hold. The transition wt — exe is triggered when the
operator starts executing the action (opStarts) within A time
units. Otherwise, the action returns to state ns.

WithinF (a; 515 =exe, A) v
Futr (a; sts =ns, A + 1)

Q5. agent = OPA

Qi sts =uwt

(6)

Another assumption included in the model states that,
unlike the robot, the operator is able to execute up to two
actions at a time. It is stated by the formula below, which
defines that there cannot be three different operator actions
executing simultaneously, thus keeping the maximum number
of concurrently executing operator actions to two.

i1 <j<kAazagent = Op

/\ (az,5ts =€Xe V Ay s =Sfex) (N
ze{i,j,k}

—3i, 4,k
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Table II: Predicates used to formalize the definition of hazardous situations between R;, O; and Ly.

Predicate Formula

Definition

Sep;; € {close,mid, far}

a discrete value to represent the distance of I2; and O;. Sepij = close
means that the two elements are in he same location (p; = p; = Lg);
Sep;; = mid means they are in adjacent locations; and Sep;; = far
means there is at least one location in between locations of i and j.

InSamel ;1 < Sepij = close

R; and O; are both located in Ly,.

ArrivedBefore;j, < InSamel;;, A Past (p; = Ly, 1) A Past(p; # Ly,

Reach; ;i < InSamelL;;; A Past (Sepij > close, 1)

R; and O; just arrived in Ly, together.

Leave; ;, <> Past (InSameLjx,1) A p; # Ly A p;j # Ly,

|
|
) | Rj entered Ly, right before O;.
|
|

R; and O; both just left Ly.

Contact; i, < InSamel;;; A movingp,

contacts occur when R; is functioning in close proximity with O; in
Ly (=(Lg,obst = free)).

If multiple operator actions are in state wt, at most
two of them will non-deterministically—and not necessarily
simultaneously—enter state exe within A time units. More-
over, a human operator could manifest erroneous behavior that
affects the completion of the task. This includes: repetitions
of the same action, omissions, reversal of order, replacement,
insertion [69]. The inclusion of state wt helps us to generate
some of these error types (omission, insertion). This issue has
been tackled more thoroughly in [70].

VI. RISK ASSESSMENT MODULES

In order to automate the risk assessment procedure of ISO
12100 [1], the formal verification routine of SAFER-HRC
explores all histories H of the model in search for hazards
and their associated risks. Each phase of risk assessment is
modeled by one of the modules explained in the following. If
a history of the model follows the definition of a hazardous
situation declared in subsection VI-A, then its risk is estimated
by the formula included in subsection VI-B. If the estimated
risk value is above a predefined threshold, the mechanisms
introduced in subsection VI-C would find it and thus highlight
the necessity of some RRM. Then, a suitable constraint as
defined in subsection VI-D is introduced in the model.

The formal model of RRMs provides an abstraction of
safety functions [71]. A safety function is deployed in practice
to “solve” a non-negligible risk, and can be implemented in
different ways, using various input, output and logic compo-
nents (e.g., sensors, controllers, motors and mechanical de-
vices) whose reliability level is identified by functional safety
requirements. The behavior (correct or faulty) of such hard-
ware/software components is modeled through the information
they generate: for example, a correct detection by a position
sensor is captured by a predicate representing the information
“operator one is in region L;” being true; Depending on the
hazards detected by the verification runs, different selections of
RRMs are possible, according to the chosen policy for solving
risks.

If the model fails to satisfy a certain safety property, it
means the model requires some refinements in terms of adding
new RRMs, modifying properties of O, R and L or pre/post-
conditions of actions.

A. Hazard Identification Module

This work focuses on mechanical hazards (e.g., impacts,
shearing, crushing, cutting [1, Annex B]). The principle is
nevertheless extensible to other types of hazards, once they
are formalized through their properties and relevant attributes.
Each mechanical hazard has a formal definition and is identi-
fied by a Boolean predicate hzd;"j x> where # is the placeholder
for the hazard type label to be qualified, and jk are, respec-
tively, the identifiers of the robot part, human body part, and
location involved in the hazardous situation. The formal model
includes a finite set of hazard definitions. Whenever one of
them is satisfied in a state, the corresponding predicate hzdfj &
is true, which captures the fact that the hazardous situation
occurs in the system. Mechanical hazards arise from the
relative positions of body parts, robot links and objects, as well
as from the dynamics of such mutual relationships among O,
R and L. Hence, some predicates have been introduced in the
formal model in order to express these spatial configurations
and to capture the definitions of hazards. These predicates
are described in table II for given R; € R, O; € O and
Ly, € L. For compatibility with recent standardization efforts
in industrial robotics [28], contact hazards involving operators
and collaborative robots are classified into two groups: (i) fast,
impact-like contacts, where body parts are hit and then recoil
because of the kinetic energy transferred to the body, defined
as transient (Tr) contacts; (ii) sustained contacts of body parts
against a constraining object with continuous energy flow from
the robot, defined as quasi-static (Qs). In Qs-type situations,
robot forces distribute as pressure on affected body areas
with a slow/negligible displacement, which depends on the
mechanical impedance of the body part. Thus, Tr and Qs
hazards between R;, O; in L, are formalized as follows.

Definition 9: As defined by the next formula, a Quasi-static
hazard hzdS;k occurs when two elements approach each other
in an occluded location. It can also happen in a non-occlusion
region when multiple links of a robot are in the same location
and fold in a way that could entrap a human body part.

hzd, <

Contact;;i, A Reach;;; A ArrivedBefore; ;i A ®)

(obstk = occluded v JR,, € R(InSameL ;i A i # m))

Transient contacts are, instead, revealed by a non-sustained
contact in a region without occlusions.
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Class (Cl = Fr+Pr+Av) I I |
«lele -z Frequency Probability Avoidability risk
AlA e [ 22 (Fr) (Pr) (Av)
4 | irreversible injury T<1h 5 very high 5 impossible 5 risk reduction required
= 3 L lh<T =24h 5 likely 4 possible 3
=i permanent injury risk reduction recommended
A . 2dh<T=2w | 4 possible 3 likely 1
8 ™| 2 | reversible injury
2w<T=1y 3 rarely 2 E risk reduction not required
P
1 | reversible injury” ly<T 2 negligible 1
! medical attention

? first aid T = exposure to hazard

Figure 6: Reference matrix for hybrid method of risk estimation [61, §A.7, example Table A.19].

Definition 10: The next formula defines that a Transient
hazard hzd;r;k occurs when two elements O; and R; reach a
clear location.

hzd};, <
Contact;;i, A Reach;;; A obsty, = cleara 9)

Futr (Leave; i, 1) A 1R,, € R(Reachii A j # m)

Depending on the geometry and kinematics of the robot, the
granularity with which the layout £ is partitioned is essential
to guarantee that the conditions in formulae (8) and (9) capture
real hazardous situations.

Example 1 (Hazard identification): Figure 3 represents a

typical HRC scenario in which the robot is supposed to execute
a, by R;, whereas operator executes a,, by O;(i = hand). In
fact the robot and operator need to concurrently move from
Ly to Ly and thus a, ss = exe € preC,,. Recall that the
layout is divided in regions L; = (round, hard, occluded)
and Ly = (*,*,clear), and also that a, cqer = T, and
A exeT = T, hold.
Consider a history H in which the precondition of action
a,, holds at time ¢. The operator has A time units to start
executing a,, and consequently different contact combinations
might happen. If the timeout expires, a,, sts = ns becomes
true and a,, cannot start cause its precondition does not hold.
Otherwise (the operator timely starts a,, at t < t; <t + A),
one of the following situations occurs:

1) At ty > t;, O; and R; both reach L, before reaching

the target (Lq). Thus, the configuration of the state at

time to—i.e., 73(ty)—matches with formula (9) and
H—
hzd;, (t2) holds.

2) At ty > ty, O; arrives at Ly before R;. Thus, Hy(ty)
H
matches with formula (8), and hzd?;‘1 (t2) holds.
3) O; reaches L; after R;. Thus t; < t;, < t; +
mazx{T,,T,} does not match any contact conditions.

B. Risk Estimation Module

Once the hazards are identified, their associated risks need
to be computed according to the normative principles of risk
estimation [1, §5.5.2]. The risk value of hzd;"jk is represented
by risk;;x, which is a compound notion of severity and prob-
ability of occurrence. Severity states the effects of hazards in
terms of lesions or damages, while probability of occurrence
is an indicator of the hazard’s likelihood in time and space,

or the possibility to being exposed to hazards due to errors
and failures, or the chance to avoid hazards due to layout
conditions. In case the risk is estimated to be non-negligible,
RRMs should react by reducing one of the two factors—or
even both, if necessary.

SAFER-HRC adopts the hybrid risk estimation method
defined in ISO/TR 14121-2[61, §5.4.4.6 and Annex A] that
combines a risk matrix approach with quantitative risk factors:
severity Se, frequency F'r, probability Pr and avoidability
Awv. As shown in fig. 6, the latter three factors are combined
to set an identifier (Cl = Fr + Pr + Av) that, together
with the severity value, determines the final risk. The depicted
matrix in fig. 6 replaces continuous figures (e.g., probability
distributions) with qualitative notions (likely, possible, rarely,
etc.) whose values correspond to positive integer numbers.
It is noteworthy that probability scores are rarely derived
from a known distribution,? but, rather, they are associated
with statistical data about accidents in similar situations and
frequent human misbehavior.

Initial risk estimation: In HRC applications, it is very
common to have permanent exposure to robot systems due
to the sharing of the same workspace as part of the intended
use—i.e., the frequency value F'r is assumed to be always
maximum and equal to the initial one Fr° (where the {-}°
superscript denotes the initial value of risk factors).

The probability factor Pr considers the human behavior, the
reliability of components, the history of accidents, etc. The
Pr score is then very much influenced by both the quality of
the safety-related equipment and the skill/awareness level of
the operator. In absence of any active mean intended to solve
machine failures and human errors, the default score for the
probability is assumed to be Pr® > 2.

Similarly, without alerting or training, nor active safety, the
default chance of avoidance is negligible—i.e., Av® = 5.

Table III: Values in initial risk estimation.

0 0 0 0 el 0
‘ SemC Frl.jk PriﬂC Avijk ‘ rlskijk
initial value | >3 5 >2 5 | 2 (non-neg.)

The starting estimate of risks associated with hazards does
not take into account any risk mitigation factor and assigns a
high severity value due to the presence of moving machines

2This is one of the main reasons why quantitative methods in ISO/TR
14121-2 [61] are hardly used in manual assessments.
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shape; = sharp
dx

Ji=1low
\
Ml

minshape i

shape, = round

fi=1low P
/ \M\ shape; = round
minshape dx shapey = chamfer

Figure 7: Pressure resulting from force f; on surfaces
minshape, ;;, (shadow area) for quasi-static contacts—0O; is
always between R; and Lj. The length of arrows is propor-
tional to the force magnitude. The deformation of the body
part under load dz is proportional to the pressure.

(default hypothesis in safety of machinery). As a result, the
initial risk is very often non-negligible (see Table III), due
also to its occurrence factor—i.e., for all hazard hzd;"jk it
holds that C1° > 12. Instead of adopting safeguarding RRMs,
which remove hazards, but prevent the collaborative sharing
of spaces and functions, HRC hazards are further analyzed in
terms of their effects (i.e., the severity factor) with specific
focus on physical human-robot interactions. In the following,
we provide an example of more detailed model of severity of
contact hazards, depending on the involved physical quantities
(shape of the contact surfaces, velocity, force, etc.).

Risk Estimation: pain and pressure: The general principle
in HRC physical interaction [72] is that the operator should
never get injured. However, ISO 15066 claims that occasional
accidental contacts would produce just a sensation of limited
pain that is not different from the sensation generated by
contacts in activities of daily life and could be captured by
Se < 3. There have been several studies [73], [68], [74], [75]
to set empirical injury scales. Experiments on dummies and
cadavers are reported in [72]. Although the biomechanics of
pain is far from being fully understood, the primary figure for
painful interaction is known to be pressure, i.e., the contact
force distributed through the interaction area.

Pain derives® from the energy or power flux density from
the robot into tissues of different masses, stiffnesses and sen-
sitivities to pain, depending on the dynamics of the contact. In
particular, flux densities are dominated by kinetic energy trans-
fer in transient contacts or by mechanical work in quasi-static
constraining. The formal model contains an attribute called
minshape,;;, € {sharp, chamfer,fillet,round} which is
a combinatorial value of shapes of R;, O; and L; and
symbolizes the surface of the contact area. Once minshape, ;.
is known, the effect of the distribution of forces over surfaces
and the caused pain are computable. Figure 7 shows a few
examples in which the exposed area to the contact (minshape)
affects the pressure value.

3from standardization perspective only. Cited ongoing studies are dedicated
to investigate pain onset and bio-mechanical implications.

Table IV: The mapping between concrete and discrete f;
values, valid for human hand palm.

interaction area cm?  minshape fj = low fj = mid
5<A<15 fillet 800N 3900N
1<A<5b chamfer 400N -

A<l sharp 70N -

When a Qs hazard occurs, the force f; applied by the
robot causes a pressure, captured by a set of discrete values
P € {low,mid,high}. The only case for negligible pain,
formalized below, is (P = low) because it could only
cause Se < 3. The force values in formula (10) should
be initialized based on experimental pain studies. However,
additional limitations could be considered if deemed necessary
by the safety team. Table IV draws an example of a mapping
between actual force values and the discrete values of the
formal model, in the case of the palm of a human hand.

Pi%sk =low & (10)

((fj = Low|f; = mid) A (minshape, ), = (round|fillet)))

v (fj = low A (minshape, ;) = (chamfer|sharp)))

When a Tr hazard occurs, the actual pain is believed to orig-
inate from the pressure on body tissues, whose deformation
dx increases as the stiffness k; of body part O; decreases.
Under the conservative hypothesis* that the kinetic energy
is transformed into elastic energy, and that the momentum
is preserved through the instantaneous impact, the transient
contact is a totally inelastic impact, starting at relative velocity
v;; between R; and O;.

P, A 2 m/UZ‘Q‘ P,A
Ezi( k) :72j, ’Ul'j:i/ (11)
! g

)

where k; is the stiffness of the approximate spring-damped
model of the O;.

Pffk captures the pain effects on the human body as a
result of the compression during the impact and, like PZ%S,C,
is discretized and formalized through a set of formulae; for
example, formula (12) captures the only negligible case, which

corresponds to Se < 3.

PY = low < (m’ = Low  (v;; = mid|high))v (12)

((m" = mid|high) A v;; = low) v (m’ = low A v;; = low)

In conclusion, key elements for computing severity are robot
force and velocity (v;, f;) in each state s, and the geometries
of R and L rendered by shape;, shape,, attributes and ulti-
mately expressed through predicate minshape, ;.. According
to fig. 6, even the occurrences of low-severity hazards should
be analyzed carefully because their combination with high
probability yields non-negligible risk—i.e., risk > 7. A typical
example is the continuous exposure to unwanted contacts
which are not tolerable for ergonomics and health reasons
[76].

4Under the assumption that the system is isolated, any energy gener-
ated/dissipated by robot control is not modeled, so that the energy exchange
between body and robot includes all the energy.
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C. Risk Evaluation

A system designer should decide how conservative the
system should be, and define a safety property accordingly.
The global state of the model in every instant of a history
should be checked against this property through an automated
formal verification tool—Zot [60] in our case—to determine
whether the property is violated or not. Figure 8 shows the
customized output of Zot, which shows the state of the system
at a time instant.

time 10
Executing state
Actions 1,2,3 are terminated
Action 4 is executing: operator is moving to the pallet (L_1_3)
Actions 5,6,7,8,9,10,11,12,13,14 are not started
spkrkkk Human state sckkkkrkrikorkrkrk Robot state sokkkkrskork

Operator is moving *k Robot is not moving

Head_area is in L_2_2 s Linkl is in homing position (L_0)
Arm_area is in L_2_2 *x* Link2 is in homing position (L_0)
Leg_area is in L_2_1 x* EndEff is in homing position (L_0)
*kk Relative properties skkkkkkkx Safety state skx

EndEff is far ** detected hazards: none

Linkl is far *k Risk is @

Link2 is far *%

Relative velocity is high  *x

Relative force is none *ok

Figure 8: An example of a report on system state produced by
the tool at a given time instant (t = 10).

A simplified example of a safety property is provided in
formula (1). Here we introduce the actual safety property
used in our approach, which captures the complexity of HRC
contacts more properly. The formulae of the model explicitly
state that, when the risk of a hazard reaches the acceptability
threshold (7), the associated RRM should be triggered. The
purpose of defining the formula below is to check if each risk
is suitably handled by at least one RRM, and it does not stay
above the acceptability threshold for longer than one instant.’

riskijp <7 Vv

Alw RRM e,y A > (13)

riskijr > 7 A dy ( Futr (riski;x < 7,1)

If formula (13) is not satisfied it means that there is an RRM
which is not strong enough, or that there is a hazard which
has been left without mitigation. Thus, we know in order to
satisfy this formula we need to define RRMs. They could be
initially defined and included in the model, as we will see
in subsection VI-D, or eventually come to our attention after
several iterations of verification process, as it will be discussed
in subsection VI-E.

D. Risk Reduction

The safety assessment approach presented in this paper sup-
ports a dynamic mechanism for activating/deactivating RRMs,
so that they reduce the application’s risks only when necessary.
Sometimes RRMs may unacceptably downgrade the entire
performance of the application. In general RRMs mitigate
risky hazards by (i) reducing their probability (e.g., changing

5 As a consequence of changing the property to be verified from formula (1)
to formula (13), the state machine of fig. 5 needs to be adjusted in a fairly
straightforward way.

plan or workflow, preventing failures, etc), (ii) reducing their
avoidability providing escaping conditions, (iii) reduce or
eliminating the lesion on the human body in case of hazardous
event. An RRM is “immediately” applied when a high level
of risk is detected, and consequently, the risk value should
go below the threshold “right after” the RRM starts. This is
captured by the following formula where y identifies the type
of the employed RRM. In our formalization “immediately”
and “right after” are formalized as “simultaneously”—i.e.,
risk;jx > 7 A Jy(RRM;;,,)—and “at the next instant”—i.e.,
Futr (risk;;r < 7,1). Alternatively, one could have employed
the more sophisticated notion of zero-time transitions [77],
[78], where phenomena occur at vanishingly close time in-
stants, which are still separate.

riskijk > T = Hy(RRM”k,y) (14)

The rest of this section introduces formalizations for some
RRMs, particularly relevant for HRC situations.

Definition 11 (Speed and Separation Monitoring (SSM)):
Contact-less collaborative modes can be used for protecting the
operator by tuning the robot speed to maintain a minimum safe
distance [29] from the operator as in the following formula.
The safety team can purposefully select an RRM that tunes
distance and/or velocity according to the following formula:

RRMyjk, 55 =

(Sep;; < Sep,;, = Futr (v;; = none, 1)) A (15)

(Sepin < Sep,; <Sep,,,;q = Futr (vi; <mid, 1))

where Sep,, ,;,, and Sep,,,;; are two thresholds on the distance
between O; and R;, moving at relative speed v;;. Sep,,;4 is
used as a threshold for slowing down R;, so to maintain a
Sep,,,;n threshold. When Sep,,,;,, is violated, a protection stop
is triggered.

The details about the computation of relative velocity and
separation distance in continuous kinematics are available in
ISO/TS 15066 [28, §5.5.4]. For the consistency of formula (15)
in implementations, it is essential that (i) the position of both
R; and O; is measured by monitoring all the £ locations,
and (ii) the robot is equipped with some safety function able
to limit its velocity. However, the formula is general enough
to be independent from the specific implementation of the
SSM strategy on actual hardware. It is able to capture either
the case of keeping a constant distance through proximity
sensing, considering a default human speed of 1.6m/s ISO/TS
15066[28], ISO 13855IS0:13855, or the case of dynamically
updating the separation distances through online human track-
ing [79]. Mutual positions can be measured through any kind
of environmental sensors (e.g., laser scanners) or on-board
proximity sensing, while the ability to limit the velocity to
a given value is part of the functions offered by the safety-
related part of the robot control system (e.g., EN 61800-5-2
safely-limited speed). During the discretization of velocities
for formula (15), a numerical correspondence with current
technology 1is straightforward: robot speeds exceeding 600 —
800 mm/s can reasonably be defined as fast for lightweight
low-payload robots, whereas 2 m/s can be assumed as the
fast threshold for traditional industrial medium/high-payload
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robots. Similarly, v; = low may be assigned to < 250 mm/s,
corresponding to a well-established value of low speed for all
classes of robots.

Avoiding collisions may be hardly practicable in
crowded/narrow environments, or accidental minor contacts
could be unavoidable. An alternative strategy is to reduce
the severity Se through, e.g., the Power and Force Limiting
(PFL) collaborative mode [28, §5.5.5], derived from the recent
experience in industrial domains.

Definition 12 (PFL quasi-static): The suitable RRM for a
quasi-static hazard hzd?;k is a force-limiting PFL (PFL; for
short) protection measure:

RRMZ‘jk},PFLf = PS]S]C = low

(16)
The effect of PFL; is to reduce the pressure on a body part
until a safe threshold is reached, i.e., attaining the condition
in formula (10). The continuous model of a constrained
contact is depicted in fig. 9, with the RRM-enabling condition
represented by @ The RRM is enforced by control functions
able to detect and limit the force f; on robot links, or by
intrinsically safe features (e.g., compliant actuation), or both.

Figure 9: Typical pressure pattern (solid line) on a body part
of a given surface and stiffness, in case of contact: at

the body loses contact because of the impact, recoils in ,
before any control action can take place after @ (reaction
time). From starting condition @, the RRM leading to safe
@ condition can be done by limiting/detaching the robot
force/torque (dotted line) or passively distributing the pressure
on larger surfaces (dot-dashed line). Intrinsically safe (low-
power or compliant) robots behave as the latter case.

Definition 13 (PFL dynamic): The suitable RRM for a
transient hazard hzdf;,~c is a speed-limiting PFL (PFL, for short)
protection measure:

RRMijk,PFLv = ,U;I'Jr = low (17)
The effect of PFL, is to reduce the momentum transfer, and
consequently the impact power through the interacting surface
on body parts. Given that the reduced masses are constant,

the RRM is obtained by tuning v;, and consequently v;;, as
in formula (12).

E. Iterations in estimation and reduction of risks

When necessary upon risk estimation, one or more RRMs
are implemented® by updating the properties of the sys-
tem components. These updates entail that a new model is
produced, corresponding to a new set of histories, hence a
new formal verification activity is performed. The process
explained above is done systematically in a so-called push-
button way, which requires minimum manual interference to
refine the model at each iteration.

Example 2: Pursuing example 1, the results of the risk
analysis for identified hazardous cases can be reported as the
following:

1) The RRM introduced for thﬁ hazard detected in the first
case of the example (i.e., 1hzd;-rjl."k(tg)) is RRM; ssm,

which tackles the hazard by reducing the probability of
its occurrence.
2) "{Ihe hazard detected in the (.e.,
“hzd®, (t2)) is dealt with through RRMjjper,-
This RRM reduces the risk by weakening its severity.

second case

Let us emphasize that the aforementioned types of RRMs

of Subsection VI-D are only some examples among several
other possible ones, which have different effects on the risk
levels and on the performance of the application.
The selection of RRMs in different situations depends on
the safety strategy chosen by a safety analyzer or even by
an automated reasoner. The result could lead to different
courses of execution: one model instance may be forced to
completely prevent physical contacts by implementing, e.g.,
collision avoidance strategies, while other options may allow
physical contacts (e.g., due to the instructions of the executing
action), but restraining the relative physical parameters. The
incremental nature of the formal verification allows us to
model both strategies (contact-tolerant vs. contact-less), to
verify the formal model in either case and to enable the
identification of the best strategy for various situations.

A related point to consider when choosing RRMs, in fact,
is the required efficiency in terms of feasibility and execution
time of a given action under the effects of a RRM. For
example, an action might demand a full speed performance
by the robot (e.g., no constraints are possible on velocity), or
it might tolerate some level of delay caused by constraining
the physical parameters of the system. The effects of the safety
strategy and associated RRM selection on the verification
outcome is shown trough the following example.

Example 3: Figure 10 shows an environment in which two
human operators and a dual-arm robot mounted on a mobile
platform work together. Assume that the robot, which is now
located in location @, should move to location @, and then
from there to @ A collision between human (the one who

is not in @) and robot could appear at location @ while

robot is moving from @ to @ and the operator is moving

®Functions implementing RRMs shall comply with functional safety re-
quirements in [29, §5.5.2]. It is however out of the scope of the model and
the formal verification tool to verify the compliance of safety-related parts
of the control systems and all other safety functions to the functional safety
standards (e.g., [71]). Each RRM is assumed to be safely deployed. See also
Section VIIIL.
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potential
hazard point

planned
trajectories

walls

target
location

Figure 10: Example of a task involving a mobile dual-arm
robot, (self)planning its motion/mission in an environment
shared with human operators.

from @ to @ There are three possible safety strategies—
and corresponding RRMs—to deal with this collision.

a) Contact-less safety strategy: If contacts are to be
avoided, whenever the robot and operator’s distance goes
below a certain threshold, the RRM in formula (15) slows
down or stops the robot. Thus, robot and operator will never
meet whilst the robot is moving too fast.

b) Contact-tolerant safety strategy: Considering the lay-
out in the figure, it seems hard to avoid contacts. Alternatively,
the RRM in formula (17) could reduce the average veloc-
ity along trajectories of predictable human movements (e.g.,
around @) so that harmless physical contact occurs along
colliding patterns.

c) Safety by planning/control: Another way of avoiding
potentially frequent contacts, which might compromise the
efficiency of the task execution, is to plan the robot to stop in
@ until the operator arrives at @ Then it starts moving
towards @ This way the collision hazard at never
appears, but the execution time might considerably increase.
This strategy belongs to a class of planning activities because
it is a purposeful re-arrangement of the sequence of actions,
redefining the intended use. The selected RRM can be modeled
as a new pre-condition for action “move to @” of the robot. If
we indicate “robot moves from @ to @ as a;, and “operator
moves from to @” as a; then the risk reduction can be
formalized as preC; = a; sts =dn.

VII. EXPERIMENTAL CASE STUDY

This section illustrates how SAFER-HRC works in prac-
tice by applying it to a realistic case study of collaborative
fixture assembly in a Flexible Manufacturing System (FMS).
The preparation of machine tool pallets—i.e., setting jigs
and mounting (dismounting) workpieces into (from) fixtures
before (after) machining—is a skillful and heavy job. Hence,
collaborative robots are used to assist operators in tasks such
as carrying/loading tools or containers, supporting workpieces
during assembly, applying tools.

We consider a scenario in which the robotic system provides
all services that improve the ergonomics of manual operations
and release the operators from repetitive or heavy tasks. The
robotic system is a manipulator arm mounted on a mobile

unit that automatically relocates within a workspace as the
one shown in fig. 11-(a). Regularly, the robot is positioned
in front of the two assembly stations (T) and (2), or close
to an instrumented inspection station (3). The robot unit can
nonetheless travel and access the whole workspace, including
a loading/unloading area for raw materials and finished parts,
and can be manually adjusted by operators around its pro-
grammed positions (e.g., to compensate positioning/reaching
limits or errors).

Two human operators (op; and op,) are employed in the
application. op; is mostly present on stations (1) and (2),
while op, works mainly on (3) or executes auxiliary manual
tasks on the workbench in @ Both operators can freely hold
and resume their tasks, swap posts, or join one another in
some area. The main robot-assisted intended tasks are: pallet
assembly at stations (1) and (2), including bin-picking from
local storage carried by the mobile unit; pallet disassembly at
@ and @ including bin-dumping; pallet inspection at station
(3); lead-through programming of assembly, disassembly, and
inspection tasks (trajectories, parameters, etc.) at stations @,
(2) and (3); material handling on load/unload areas.

Other manual tasks by op; and op, include manual loading
of parts/boxes; (additional) visual inspection of pallet at sta-
tions (1), (2) and (3); manual assembly/disassembly of pallet at
stations @ and @; manual measurements of parts at station
(#); cleaning pallets at stations (1) and (2); kitting of tools
and parts at stations (1), (2) and (3); general supervision (pro-
gramming other tasks at HMI during operations, consulting
production data at HMI, etc.) at stations (1), (2) and (3).
Note that all combinations of robot/manual task assignments
are admitted (e.g., robot holds and op; screw-drives jigs and
vice versa, switching tasks on the fly, quitting a manual task
and assigning the robot to proceed autonomously). Frequently,
robot base and operators move side-to-side across the central
aisle, or other operators transit along the aisle because the
target area is part of a larger plant and access to it is not
restricted. See fig. 11-(b) for reference layout and situations.

A. Model Generation

First, two instances of @ and a R model with four main
parts (R, Ra, Ree, base) are initialized. The second step to
apply our methodology is the creation of £, which provides
a discretized and abstract representation of the workspace, as
in fig. 11-(c). The 3D model of the £ workspace is rendered
with stacked regions of three layers: lower, middle and upper
sections. Section sizes are relative to robot and human sizes.
The mobile robot base has mobility in low layers, while the
manipulator arm can reach middle and upper layers, in each
region. The human body is discretized in head, chest, leg, arm
and fingers segments. Assuming, e.g., a person standing, the
lower sections reach up to operators’ hips, the middle sections
cover torsos up to shoulders (where chest, arm and fingers
segments are expected), and the upper sections are supposed
to account for the position of operators’ heads. The head can
(hazardously) get down to the middle layers. Naturally, arms
and fingers are the most mobile human parts.

The third step is to model the tasks, e.g., to create activity
diagrams of the whole application, identify atomic actions and
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Figure 11: (a) - The case study is carried on a real workplace, where two assembly stations and one test station are operational.
The mobile robot is intended to (un)load workpieces and move across the aisle (blue area); (b) - Abstract sketch of the
workspace with all the sizes and possible positions of the robot and operators; (c) - Discretized representation of the layout
according to the characteristics of locations. £ areas are colored according to their obst value: occluded (red), clear (orange),
free (yellow). White areas do not have a static obst value, but obst attribute can assume occluded, clear or free values
depending on the robot movements. The radial areas around the robotic arm actually turn around with the robot and, at any

time, define the obst of the areas they coincide with.

formalize their pre/post-conditions. In the following, the model
of tasks and their actions are described with informal language,
and a sample of detailed formulae corresponding to individual
actions is shown in fig. 12.

a. kitting tools

b. measurement

c. load/ unload h. moving to bin

v - :
d. assembling/ o . 2. arm stretching ‘
‘ disassembling | ! ’ i. load ‘ ’ 1. moving to () H out
| v | v |
e. supervision e bin pickin i| 4. opening the 3. moving EndEff | !
! ; ) 9 ; gripper down the bin
1 7 1
’ f. inspection ‘ ’ k. unload ’ 5. clqsmg the H 6. arm stretching }»
: : gripper out
§ v § v
g. assembling/ . 1| 8. place the 7. moving EndEff
’ disassembling | ! . moving to @ ! workpiece away

Figure 12: The case study application is composed of several
tasks done by operator (a - e) and robot (f - g). gpr is the
gripper end-effector and predicate isLoaded(Rgpr) means that
the gripper is loaded with a workpiece. Here only the detail of
task g is shown as an example. It is broken down into subtasks
(h - 1). Then, each of them in turn is a sequence of atomic
actions. Here, the actions of subtask k are shown, with their
intended order. The formulae shown at the top right of the
figure are an example of pre/post-conditions of an action (in
particular, of action 6).

The application is nominally divided in operator (i.e., a
- e) and robot tasks (i.e., f - g), but different combinations
of human and robot tasks can achieve the same effects. For
example, executing task ‘g’, which is done by the robot, is

equivalent to executing tasks ‘a’ and ‘d’ by the operator. Some
tasks can also be switched between the operator and the robot.

B. Model Verification and Risk Reduction

As a result of a formal verification round, several samples
of the SAFER-HRC output (graphical and textual traces)
are shown in fig. 13. In terms hazard identification, those
corresponding to time steps 17 and 24 are examples of hazards
due to intended uses, while the other two show hazards caused
by unintended or erroneous behavior of the operator. Time step
8 reports the occurrence of a Tr hazard on operator’s head
when he/she mistakenly bends down to execute an inspection
task. Time step 20 depicts a hazardous situation resulting from
a wrong manual execution (e.g., due to not following assigned
instructions). For instance, the operator might confuse her/his
duties and mistakenly starts to execute the task which has been
assigned to the robot. Since the task is to pick pieces from the
local bin, he/she is exposed to impacts.

Table V provides a numerical report of the performances of
the SAFER-HRC procedure applied to the use case, which can
be classified as “regular” in terms of difficulty of analysis from
a safety technology and risk assessment expertise standpoint,
and “challenging” in terms of extension and size of situations
to consider. Unlike the general practice of risk assessment,
SAFER-HRC reports all occurrences of hazards, including
repeated/similar situations along a history: 60 instances of
27 individual hazards are found, combining the 2 base types
of contact hazards (Qs and Tr impacts) along the tasks in
the different required locations. In addition to being more
complete than an averagely accurate risk assessment, the
precise identification of hazard instances would allow a control
system to trigger RRMs in due situations, at the right time.

Another benefit of the SAFER-HRC method is that a
relatively large number of Tr hazards is identified (73% of
total hazards): crushing and entanglement hazards (Qs) are
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executing: -- 2.robot arm is streching out

executing: - 10.robot removes wp from the palle

executing: - 13.robot ee hold wp

- 12.robot base moves to pallet 2 executing: -- 16.0p unscrews wp
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hazards: Tr on leg by BASE_1lwith risk 2
Qs on arm by EndEff_1lwith risk 2
Qs on arm by LINK2_1with risk 2

hazards: Qs on head by LINK1_1with risk 2

hazards: Qs on arm by EndEff_lwith risk 0
Qs on head by LINK1_1with risk 0
Qs on arm by LINK2_1with risk 0

hazards: Tr on head by BASE_1with risk 0

Figure 13: Examples of outputs of the tool: snapshots of different time instants.
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Hazard Identification Risk Reduction General
20
60 (27) | 2 |16 (27%) | 44 (73%) | yes | 69 | 5 |yes |45%| 5 20 man-hrs

Table V: Post-evaluation analysis of rounds of formal verification and model update: main performance figures in the hazard
identification group refer to the first round (no RRMs), while figure about RRMs in risk reduction group refer to the application

of model updates.

somehow easier to track in a HRC application because they are
associated with physical locations used during task execution.
Accidental dynamic impacts may instead happen all along
robot movements, in any region. Such high numbers in hazard
finding are due to the ability of exploring many individual
locations (69) to be combined with the 5 segments used in dis-
cretizing the operators’ body. Since the method encompasses
also unintended behaviors, many identified hazards are derived
from misuses or errors, which are an essential part of accurate
risk assessments in HRC. This is highlighted by the relatively
high rate of detected unintended uses (45%).

Risk reduction is achieved by manually selecting (see
liability of human assessor in subsection VI-E) one of 5
possible RRMs, suitable to solve up to 20 different sub-cases
of hazardous situations.

The total running time for all rounds of model verification
is in the order of minutes/hours using commodity hardware,’
to which we estimate to add several other days of model
development—which might be anyway largely reused in simi-
lar applications. As a result, SAFER-HRC requires less effort
than what is in general® necessary for completing a thorough
safety assessment.

"The experiments were done on a Linux desktop machine with a 3.4 GHz
Intel® Core™ i7-4770 CPU and 16 GB RAM of which only 235 MB have
been used in the worst case. The average experiment time for each iteration
was 19 minutes and 37 seconds.

8 According to the experience of some of the authors in performing risk
assessments in HRC.

VIII. SUMMARY AND DISCUSSION

The methodology introduced in this paper incorporates,
automates and improves existing standardized procedures for
the safety assessment of HRC applications by using automated
formal verification techniques. In particular, the methodology
relies on the TRIO temporal logic for system modeling, and on
the Zot formal verification tool to iteratively identify hazardous
situations associated with non-negligible risks, and to mitigate
them by introducing RRMs in the model.

The methodology improves manual risk assessments in
terms of exhaustiveness, fallibility and accuracy, while keeping
a human-in-the-loop [80] standpoint. The last feature tags this
methodology as semi-automated due to the involvement of
a human safety analyzer in the process of model refinement
(i.e., explicitly introducing or acknowledging risk reduction
models).

Discussion

This section examines in some depth the obtained results
from the point of view of two relevant issues; then it addresses
another important one which has been left for future research.

a) Granularity and Scalability of the model: The pre-
cision of the model is crucial for a robust identification of
hazards. It might seem that the discretization of the model
parameters, which is necessary for handling the size and com-
plexity of the model, jeopardizes its precision. However, the
discretization is done according to the functional specifications
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and some knowledge of the task (see, e.g., the examples of lev-
els of speed for velocity discretization in Subsection VI-D, de-
pending on the size and payload of robots). Other notable ex-
amples of the effects of discretization concern the partitioning
of layout locations, which are identified—and sized—by their
application-dependent features. The discretization is designed
to prevent the possibility of overlooking relevant situations
(e.g., instantaneous swapping of presence in adjacent regions)
and consequently missing some hazards. In Example 1 the lay-
out region L, is large enough to capture the proximity of the
robot and the operator—i.e., detecting the contact situations—
when they move in opposite directions. This approach is
generalized to any situation where the model discretization
involves some critical effects [63]. However, a finer granularity
increases the model complexity and verification time. Issues
such as not only granularity, but also the number of layout
locations, the number of elements of the robot system, the
size of the task (number of actions and number of possible
execution variations) can greatly increase the complexity of the
model. As the model gets bigger, the formal verification tool
needs more time to exhaustively explore the corresponding
state-space—Ileading to the well known state-space explosion
issue of formal verification approaches. Finding the right level
of detail for models representing systems is an open issue,
which inevitably involves using some level of abstraction [81].
The main consequence of increasing the complexity of the
model—hence verification times, which can become hours—
is the inability of executing the verification online, while
the system is running. However, our experiments are based
on realistic case studies, on which verification times were
acceptable. Hence, we claim that the approach is effective also
from the scalability point of view.

On the other hand, since this paper mainly focuses on
design time the issue remains one of “trading off precision
for exhaustiveness”. For example, one could prefer to use a
precise simulator that gradually generates multiple small and
short traces of a system, rather than to exhaustively explore
all the possible traces of a simplified abstract system. Both
techniques have benefits and drawbacks already known to the
scientific community and could be used as complementary
approaches.

b) Functional Safety: The presented approach involves
the use of RRMs in a purely abstract definition—i.e., as any
sort of hazard-specific safety functions whose effect is to
“solve” non-negligible risks (reduce the risk score). This is
done for de-coupling the functional safety requirements on
RRMs and the actual implementation of the safety functions
that underpin RRMs. This approach has benefits in terms
of formal verification, without affecting the consistency of
the results obtained. For instance, the pain-pressure reduction
RRM formula (10) is based on a safety function for force
limitation, whose action is simply captured in the model by the
condition f; = low. Such function (i.e., formal predicate) is
nonetheless implemented very differently—e.g., by tuning the
maximum generated joint torque in commercial controllers, or
by limiting the actuators power, or by inherently-safe design
of joints (e.g., through elements of passive compliance, like
SEAs). Any implementation has the effect of lowering the

Se factor of the risk estimation (i.e., limit the consequences
of the harm). As part of a safety function, the reliability of
the risk reduction is reported by the improved probability
factor, e.g., Pr < 2 in risk estimation. A failure in the safety
function is then excluded, i.e., f; cannot assume {mid,high}
values in the safety function predicate. When no RRM is
applied, instead, failures of the system or of control functions
can still be taken into account by altering the properties
of the model to be verified. In the current version of the
model, no requirements of functional safety are specified—
e.g., no required Performance Level PL, as for ISO 13849
is assigned and it is assumed that any RRM is implemented
in the real system with the correct and suitable PL = PL,..
The verification of the functional safety requirements of RRMs
would be nested inside the described effects of selection and
application of RRMs: assigning a PL, would be a matter
of defining the exact probabilities of occurrence (derived
from initial value of Pr) and gravity (derived from initial
values of Se) of potential failures of the RRM. Verifying the
implemented PL is a matter of computing the failure rate
of the actual devices composing the safety function, together
with the architecture and the Diagnostic Coverage of such
function. This computation is nested because it would produce
the evidence that the safety function is in fact able to improve
the risk estimation factors, as captured by the formal model.

¢) Stochastic Modeling: Risk estimation in HRC appli-
cations is affected by probabilistic distributions of unintended
human behaviors or errors, which cumulate with distributions
about failure rates or mis-functions of devices and concurrent
failures/errors. In this paper we abstracted away from proba-
bilistic analysis in the sense that we adopted some discrete val-
ues, at some level of granularity as proposed by hybrid meth-
ods [61], estimated a priori on the basis of previous experience
and common sense. As pointed out in previous item VIII-Ob,
the Pr factor for failsafe components or functions, if deemed
necessary as part of RRMs, is transformed from “high” to
”low” (instead of being a numerical expression of, e.g., the ISO
13849-1 parameter PF' H,; of a safety function). Associating
probability distributions with detected hazard occurrences, and
specifically human errors, would make the risk estimate more
accurate, but it would not necessarily fundamentally alter the
proposed approach. Indeed, probabilities could be associated
with hazards after they are detected by the formal verification
runs, to better estimate the actual need to introduce RRMs. In
particular, we considered in [70] a series of common human
errors derived from previous analyses based on psychological
operator models [82]. We consider deterministic facts resulting
from errors (e.g., being late, being in the wrong location,
doing the wrong sequence, not respecting a post-condition).
Introducing a continuous probability of such operator’s errors
could be the result of a suitable formalization of a parameter
associated with erroneous conditions. Considering the present
literature on modeling human behavior in HRC applications
(e.g., the probability of repeating the same error twice, the
probabilities of errors for tired, unexperienced operators with
respect to expert, concentrated operators), a stochastic model
of errors could help in assigning more accurate Pr factors to
error appearances, but would not be formalized as a further
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cause-effect relationship accounting for cognitive phenomena
of any type. An objective of ongoing research is to embed
complementary stochastic modeling for error parametrization
into our approach based on deterministic formal verification.
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